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Mandatory Post-Election Vote Count Audit
A Short Legislative & Administrative Proposal
December 20, 2008

General Description:

Voters, candidates, citizens and election officials want high confidence in the integrity of the
election process by subjecting electronic vote counts to independent hand-counted post-
election audits that would find error whether accidental or intentional; and would deter fraud,
and by making reports available with which to evaluate rates of voter turnout, voting
equipment allocation, under-votes, over-votes, spoiled ballots, voting equipment failure,
absentee ballots, uncounted ballots, and provisional ballots provide for continuous
improvement in elections procedures. This bill requires routine independent audits of vote
count accuracy and requires the release to vote count auditors of records and information
necessary to verify the integrity of the vote count audits and to evaluate voter service levels.

Amend existing statute to extend the canvass period to 28 days. /Note: The canvass period
between Election Day and certification of election results should be 28 days to allow ample time for conducting
vote count audits prior to certifying the election results — 28 days is a common canvass period in some states.]

The board of county canvassers shall meet to canvass the returns no later than 28 days after the
election.

Amend existing statute to require that all printed, unused, used, and spoiled ballots shall
be retained for the 24 month federal preservation period. /Note: All printed ballots must be
reconciled or accounted for during the audit to be able to enable detection of evidence of ballot substitution,
ballot box stuffing, and ballot tampering.]

[Note: This statute may replace current recount statutes because the mandatory post-election vote
count audit sample size will automatically adjust up to a 100% (recount) whenever necessary to ensure
that a very close election contest is decided accurately. Overall, in Utah’s 2004 general election, 5% of
the number of total auditable vote counts for federal and state-level election contests would have been
audited in order to meet the requirements of this statute.]

Section 1. Definitions.

(a) "Auditable Election" means a regular primary election, regular general election, or the
presidential primary.
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(b) “Auditable Election Contest” means all election contests for a state or federal office, all
state-wide ballot propositions; and all state, county, or municipal election contests for the
position of an election official such as the county clerk’s office.

(c) “Auditable Vote Count” means a tally of votes that is publicly reported for an auditable
election contest obtained from counting a group of one or more ballots that are counted at one
place and time or by one electronic voting device. Auditable vote counts can be precinct or
polling location vote counts made by any voting system, including electronic voting devices,
automatic tabulating equipment, optical scanning equipment, or hand-counted, or can be
electronic voting device counts, or batches of ballots counted by hand or by automatic
tabulating equipment where each vote count is associated with a number of ballots maintained
as a group. A vote count may be an individual ballot if the voting system produces an auditable
report of vote counts with humanly readable identifiers for individual ballots and preserves
ballot privacy.

(d) "Confidence-level" means 100% minus the maximum chance that an incorrect election
outcome is certified. [Note: Certifying an election outcome at 95% confidence-level means
that at most there is a 5% chance that an incorrect election outcome that occurs would be
incorrectly certified.]

(e) "Election Audit & Recount Committee" means the independent entity established to help
develop, approve, and implement a plan to audit & recount auditable vote counts in every
auditable election and to supervise and direct the vote count audit.

(f) “Election audit records” include voting machine testing plans and results, electronic voting
device and automatic tabulating equipment audit and system log files, ballot definition files
used by voting machines to cast or tally votes, voter-verifiable paper records and paper ballots,
vote totals tapes, zero tapes, provisional and absentee ballot envelopes and related applications,
including for ballots judged to be ineligible, unused and spoiled ballots, digital storage devices
that store ballot information and/or voting results information in a non-volatile form, records of
purchased material and services including purchase orders and incoming inspection records on
purchased parts and services, voting system redundant vote data, election data media devices,
polling place event logs, precinct tally results, central count tally results, consolidated results,
records created at the polling places or county election office, written procedures provided to
poll workers and election judges, vote by mail and provisional ballot envelopes, pollbooks and
voter registration materials, written chain of custody and security procedures for regulating ac-
cess to paper and electronic ballot records, and for regulating access to electronic voting de-
vices and automatic tabulating equipment, chain of custody logs containing signatures for doc-
umenting access and the reasons for it, logs of security seals and access to election-related stor-
age areas, video records of surveillance cameras. Specific passwords and security keys used for
chain of custody or security shall be redacted. Date of birth may be redacted from voter regis-
tration records if age in years, accurate to within one year, is included.

(g) “Election outcome” means which candidates or ballot propositions win or lose an auditable
election contest.
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(h) “Hand-count” means a counting of the votes, wherein the handling of the voter verifiable
paper ballot records is done by human hand and the identification of each vote is determined
by a visual inspection of said records by human beings.

(1) “Maximum possible margin error” means the number of cast ballots plus the difference of
votes between the winner and the runner-up of an auditable election contest.

(j) “Percentage margin” means the difference in total reported votes between the winner and
the runnerup of an election contest divided by the number of cast ballots that were eligible to
vote in that election contest.

(k) “Random selection or random drawing” means that items are selected by using statistically
valid probability sampling methods including simple random samples or stratified random
samples.

(1) “Vote count audit” means an independent audit of all auditable elections and auditable
election contests conducted by vote count auditors, following the procedures required by the
Election Audit & Recount Committee, for the purpose of checking the accuracy of election
outcomes by a method of randomly selecting auditable vote counts and comparing hand counts
of all voter-verifiable paper ballot records associated with the selected auditable vote counts
with the auditable vote counts.

(m) "Vote count auditor" means a person selected to conduct a vote count audit who meets the
criteria determined by this statute and the Election Audit and Recount Committee.

(n) "Vote count audit plan" means the published plan containing the rules, standards, policies,
procedures, and methods developed by the Election Audit & Recount Committee for
conducting vote count audits.

(o) "Voter-verifiable paper record" means the following auditable records of votes cast:

a. A paper ballot marked by the voter for the purpose of being hand counted or read by
automatic tabulating equipment;

b. A paper ballot marked by the voter to be mailed to an election officer, whether from
a domestic or overseas location;

c. A paper ballot created through the use of a ballot marking device if, in each case, the
record permits the voter to verify that the record is correct before the ballot is cast; or

d. A human-readable paper printout of the voter's vote produced by a touch screen or
other electronic voting machine, or a voting device if, in each case, the record permits
the voter to verify that the record is correct before the ballot is cast.

(p) “Voting system” means a collection of one or more electronic voting devices, voting
machines, automatic tabulating equipment, ballot marking devices, and procedures that allow
voters to view ballots, select candidates and cast votes, and that allow election officials to
secure and transport election audit records and to aggregate and tabulate the votes cast in an
election.
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Section 2. Vote Count Audits -- General Provisions.

(1) For every auditable election, each county shall, in accordance with this statute and
according to a Vote count audit plan approved by the Election Audit & Recount Committee,
and under the direction and supervision of the Election Audit & Recount Committee or their
designees, conduct a “vote count audit” of all auditable election contests after publicly
releasing auditable vote count reports. Procedures for conducting vote count audits shall be
determined by the Election Audit & Recount Committee as set forth herein.

(2) The public shall be allowed to observe, verify, and point out procedural mistakes in all
phases of the vote count audit without interfering with the process.

(3) Amount of vote count audits: Hand-counts of the voter-verifiable paper records
corresponding to each auditable vote count shall be conducted such that:

(a) the state-wide vote count audit sample size shall provide a 95% confidence-level.
[Le. There shall be no more than a 5% chance that any incorrect election outcome would be
incorrectly certified,] The calculation of vote count audit sample sizes for any election
contest shall depend on the amount of maximum possible error that each auditable vote
count can harbor, assuming that at least 40% of the maximum possible margin error
could have occurred within any auditable vote count; and '

(b) in addition to the randomly selected auditable vote counts in a) above, if at least one
auditable vote count has not been selected for each auditable election contest in each
county in which the auditable election contest occurs then one auditable vote count
shall be randomly selected for auditing from within each of such missed counties for
each auditable election contest; and

(c) in addition to the randomly selected auditable vote counts in a) and b) above, two
discretionary auditable vote counts may be selected for auditing by the candidate who
is the leading runnerup or by an issue committee or by the political party for any state-
wide auditable election contest and one discretionary auditable vote count may be
selected for auditing by the candidate who is the leading runner-up for any other
auditable election contest.

[Note: The state-wide vote count audit sample size for an auditable election contest may be estimated for
planning purposes by taking a number of auditable precinct or batch absentee/provisional vote counts
D |:| 0.4(b+w-r)

equalto p @ - ﬁ).()l plw-r) % where p is the number of total precincts or other auditable vote

counts, b is the number of ballots cast, w is the number of votes of the winner, and r is the number of
votes of the runnerup in the election contest. Any fractional remainders must be rounded up to the next
integer. (Eg. 1.05 becomes 2). This formula will over or under estimate the audit sample size for some
auditable election contests.]

! Note: See http://electionmathematics.org Election Audit section for more information. Election audit efficiency
can be improved if voting systems are developed which are auditable at the individual machine or ballot levels.
This is one reason why a Election Audit & Recount Committee should be permitted to approve alternative
election audit procedures in the future.
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[Note: The intent is to make sure that at least one vote count for each auditable election contest is
audited in each county. Vote counts which calculations show are “suspicious” as compared to prior

elections or to partisan voter registration or partisan turnout can be selected by candidates for audit. 2]

(4) Vote count auditor access to election audit records: Each election officer shall make
available any election audit records to vote count auditors during the vote count audit.

(5) Exceptions to vote count audits for certain auditable election contests: A vote count
audit shall not be required of a particular auditable election contest under this subtitle if

(a) the winning candidate in the election had no opposition on the ballot; or

(b) if a 100% hand recount of voter-verifiable paper records has been, or will be,
conducted of the same auditable election contest, or

(c) if there is a percentage margin of at least 70% in an auditable election contest and
there was a percentage margin of at least 70% for the same candidate in the same
auditable election contest in the most recent prior audited election.

(6) Certification of election results: Neither the State Election Office nor any county may
canvass or certify the results of any auditable election contest which is subject to a vote count
audit under this subsection prior to the completion of the vote count audits and the
announcement and publication of vote count audit reports as proscribed the Election Audit &
Recount Committee.

[Note: The intent isto audit the state's election results independently of the state election office. The State
Auditor is an appropriate choice for overseeing a committee that must devel op and implement auditing rules and
regulations that are given the full weight of law and includes processes of chance wherein vote count shall be
chosen for an audit using probability sampling methods and qualified vote count auditors may be chosen to
manually examine vote counts using probability sampling methods.]

Section 3. State Election Audit & Recount Committee
(1) The State Auditor’s Office shall:

(a) within thirty (30) days of the date this statute is signed into law, notify appropriate
organizations to appoint members for and accept appointments for members of the
State Election Audit & Recount Committee (E.A.R.C.). The E.A.R.C. shall consist of at
least seventeen (17) members who may serve a maximum of (2) two (4) four-year
terms in any (10) ten-year period, none of whom shall be or were:

(1) a member of the State's Voting Equipment Selection Committee or State
Help America Vote Act Plan Committee on Election Reform; or

? Note: Calculation of "suspicious" precincts could assume for instance, that at most a 20% vote shift per precinct
or batch vote count is not suspicious and compare the partisanship of voters to the partisanship of election results
in the current and prior audited elections as recorded in voter history files to determine vote counts having more
than a 20% shift, or or another measure could be used for the upper limit of the amount of vote miscount that
could occur in any one auditable vote count. See Appendix G in http://electionarchive.org/ucvAnalysis/US/paper-

audits/History-of-Election-Auditing-Development.pdf
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(i1) an owner, employee or sub-contractor of a voting system company, or
voting system service company, or voting system supply company; or

(ii1) working for any political candidate’s campaign or ballot proposition.

(b) ensure that the E.A.R.C. committee members include:

(i) four members who shall have at least a Master’s Degree in mathematics or
statistics and be appointed by the chair persons of the four largest university and
college mathematics or statistics departments in the State, all of whom shall
be invited to appoint someone to serve on the committee; and

(i1) three members who shall have at least a Master’s Degree in computer
science or computer engineering or computer security; appointed by the
chair persons of the three largest university or college computer science
departments in the State, all of whom shall be invited to appoint someone to
serve on the committee; and

(i11) three members appointed by chair persons of the three largest university or
college government political science departments in the State, all of whom shall
be invited to appoint someone to serve on the committee, and

(iv) two members who are financial auditors appointed by the State’s Chief
Auditor,

(v) three political party members appointed by the chair persons of the three
State political parties that garnered the most votes in the State in the last federal
election, all of whom shall be invited to appoint someone to serve on the com-
mittee,

(vi) four members who are appointed by the trustees of grassroots nonprofit
election rights or open government organizations in the State and who have
served in a prior election as an election judge or poll worker,

(vii) at least four non-voting members who are county election officers,
appointed by the association of county election officials;

(viii) one non-voting member appointed by the State Election Office; and

(ix) one attorney with expertise in election law appointed by the State
Attorney General's Office to serve as a non-voting member of the committee to
give advice on the legality of the operations of and any rules and regulations
proposed by the E.A.R.C.

(c) ensure that the organizations which are qualified to appoint State E.A.R.C. members
are notified and E.A.R.C. members are appointed at least forty-five (45) days prior to
the second Monday in January in each auditable election year, and arrange for space,
teleconference and other facilities for E.A.R.C. meetings and to meet E.A.R.C.
requirements; and publicly publish any reports submitted by the E.A.R.C.

[Notes: Although input from county and state election offices is necessary for coordination (and
therefore county elections officers are included as members) voting system insiders should be
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kept to a minimum in order to reduce the possibility of a conflict of interest. The size of
university and college departments shall be determined by the number of total students, staff, &
faculty currently in the department.]

(2) Compensation for the E.A.R.C.

(a) A member of the committee who is not a government employee may receive up to
$50/hour up to $5,000 compensation per each auditable election year for compensation
and benefits for the member's services, and may also receive per diem and expenses
incurred in the performance of the member's official duties at the rates established by
the appropriate State statute or agency. This amount may be adjusted annually for
inflation by whatever method the state uses to adjust for inflation.

(b) A member may decline to receive compensation or per diem and expenses for the
member's services.

(c) A state government officer or employee member who does not receive salary, per
diem, or expenses from the member's agency for the member's service may receive per
diem and expenses incurred in the performance of the member's official duties at the
rates established by the appropriate State statute or agency.

(d) A state government officer or employee member may decline to receive per diem
for the member's service.

[Note: There may be significant work required of some members, especially in the first auditable
election cycle after this legislation is passed.]

(3) The State Auditor shall fill any vacancies that occur on the committee between terms,
following the guidelines herein.

(4) The State Auditor's offices shall provide staffing for the committee.

(5) Terms of Office: The members of the E.A.R.C. shall have four year terms with half of its
initial members having at most one four year term during the first five years. /Note: In other
words, at least half its initial members shall not be reappointed for a second four year term at the end
of the first four year term.]

Section 4. Election Audit & Recount Committee (E.A.R.C.)
Responsibilities

(1) The E.A.R.C. shall meet at least ten times during auditable election years. [Note: Meetings
may be via teleconference.]

(2) The E.A.R.C. shall develop, evaluate, and update a Vote Count Audit Plan (VCAP) that
includes:

(a) a uniform format for reporting initial election data for the county and state auditable
vote count reports; [Note: Standard XML/OASIS EML (Election Markup Language) is
recommended and is currently being used by California and is loved by press.]
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(b) a method or methods for securing access to election audit records to prevent the
addition, subtraction, substitution, or alteration of any paper or electronic election audit
records.

(c) a method or methods for determining vote count audit sample sizes that meets the
confidence-level requirement of this statute;

(d) a method or methods for making random selections or random drawings of vote
counts to audit. The selection may be proportional to the amount of maximum possible
margin error within each auditable vote count. Each auditable vote count shall have a
nonzero chance for selection;

(e) rules, standards, policies, procedures and processes for conducting ballot, voter, and
vote count reconciliations, and vote count audits according to the requirements of this
statute;

(f) a method or methods to appoint a chief independent auditor to oversee each county’s
vote count audits;

(g) a method or methods to select vote count auditors and to assign vote count auditors
to manually count specific auditable vote counts;

(h) a uniform format for auditing forms and for vote count audit reports;

(1) methods for analyzing vote count audit discrepancy results and protocols for decid-

ing whether to certify the election contest or to expand the vote count audit sample size
using methods that meet the requirements of this statute and account for the vote count
audit sample size design criteria;

(j) requirements for public notice, public access, and public disclosure of auditing pro-
cedures, election audit records, and auditable and audit reports;

(k) a time table for vote count audit processes; and
(1) responsibilities of county and state election officials regarding vote count audits.

(2) The E.A.R.C. shall publicly publish the vote count audit plan and provide for a period of at
least one month of public review and comment on it before approving, publishing and
implementing the vote count audit plan before each auditable election.

(3) The E.A.R.C. is authorized to coordinate with the State Elections Office, State Auditor's
Office, County Election Officials and with vote count auditors.

(4) The E.A.R.C. shall decide whether to expand the audit sample size or to certify an election
contest for each auditable election contest.

(5) The E.A.R.C. shall publicly publish a report evaluating the efficacy and efficiency of
election audits within 90 days following each auditable election, and shall advise the State
Election Office and the State Legislature of any problems or recommendations to reduce vote
count errors or to improve voting and election systems.

(6) The E.A.R.C. shall advise the State Election Office and County Election Officials by
evaluating the auditability of new voting systems considered for purchase.
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(7) The E.A.R.C. or its designees shall be available during the vote count audits to consult with
election officials or vote count auditors regarding issues that arise.

(8) The E.A.R.C. shall advise the State Election Office on request for proposals (RFP) for
voting system studies or purchases and on contracts with any voting and election system
providers including providers of voter registration, pollbook, vote-casting or counting systems

(9) The E.A.R.C. shall be subject to State open records and meetings laws.

Section 5. Audit All Ballot Types

All ballots that are cast in an auditable election contest shall be first reported in an auditable
vote count report and then subjected to auditing, including votes cast at the precinct or
equivalent location on or before the date of the auditable election, and votes cast by absentee
voters, absent uniformed services voters, and overseas voters, and votes cast by provisional
ballot.

Section 6. Additional Vote Count Audits If Cause Shown

If the auditors are unable to reconcile the hand count with the electronic vote tabulation, then
the E.A.R.C. with the assistance of County and State Election Officials shall initiate or conduct
such further investigation of the discrepancies as may be necessary for the purpose of
reviewing whether or not to certify the election results, and may expand the vote count audit
sample size up to a 100% hand recount.

If any voter-verifiable, paper record is found to have been damaged or missing, then the
damaged or missing records shall be assumed to be discrepant with the auditable vote counts as
reported in the auditable vote count report, and a tabulation of any such damaged and missing
paper records will be duly recorded, and an explanation sought.

In the event of any inconsistencies or irregularities between any electronic records and the
voter-verifiable paper records, the paper records shall be the true and correct record of the
votes cast, except in the case where evidence exists that indicates that the paper record has
been tampered with or damaged, in which case, if an outcome is in question, a court will
decide.

If the amount of discrepancies or errors discovered during a vote count audit are judged by the
E.A.R.C. to exist in insufficient amounts to produce an incorrect election outcome, then
additional vote count audits may be performed at the discretion of County Election Officials or
the State Election Office after the certification of the election results.

If vote count auditors find sufficient discrepancies, due to any cause, between the initial
auditable vote count reports and the hand-count vote count audit tallies, then the E.A.R.C. shall
randomly select and administer hand counts of additional auditable vote counts as the E.A.R.C.
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considers appropriate to resolve concerns about the accuracy of the election outcome until the
election outcome can be certified according to the requirements of this statute.

Section 7: Vote count audits may be conducted in stages
The vote count audit may be conducted in two stages.

a. The initial auditable vote count report shall include the auditable vote counts
for all counted ballots included in the initial vote tallies for each auditable
election contest and shall include the number of absentee and provisional
ballots that were cast and not yet verified as eligible or counted in each
county, and

b. After the absentee and provisional ballots are evaluated for eligibility and
counted, then an addendum to the initial auditable vote count report shall be
submitted that accounts for these additional auditable vote counts. Any
ballots that were not included in the initial auditable vote count report shall
be counted, sorted, stored, and reported in the auditable vote count report
addendum in identifiable batches that are, as close as possible, equal in size
or smaller in size to the median-sized auditable vote count (in number of
ballots cast) in the county, or, if not, then 100% of absentee and provisional
ballots shall be audited in that county.

Funding for Mandatory Vote Count Audits

This bill authorizes $250,000 ($250 Thousand) per general election cycle (in even years) to
reimburse counties for the costs of conducting independent audits of vote count accuracy.
Funds shall be distributed after the audits are completed in an amount of up to $90,000 to cover
expenses of the State Election Audit & Recount Committee for one auditable election, and
$2,000 to be reimbursed to each county for administrative fees plus the remaining amount to be
distributed to each county to pay the vote count auditors and other expenses, in proportion to
the total number of ballots which are hand counted in the audits in each county. All these
amounts may be increased each year according to inflation according to the method that the
state uses to adjust for inflation.

[Note: Change the amounts for your state. A more detailed analysis of costs can be done using election results
data from prior auditable elections for each county.]
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